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Disclaimer

This document has been produced in the context of the 7SHIELD Project. The 7SHIELD
project is part of the European Community's Horizon 2020 Program for research and
development and is as such funded by the European Commission. All information in this
document is provided ‘as is’ and no guarantee or warranty is given that the information is
fit for any particular purpose. The user thereof uses the information at its sole risk and
liability. For the avoidance of all doubts, the European Commission has no liability with
respect to this document, which is merely representing the authors’ view.
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Executive Summary

A brochure and an infoboard have been created to easily communicate the main
information about 7SHIELD project toward various audiences. The printed version of
these communication materials will be used during physical events. The digital versions
are used for remote events and meetings with external stakeholders.
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1. Brochure

7SHIELD brochure is trifold, to be easily showcased and distributed during events. It also

helps to structure the information displayed.
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to protect Euro

n Space Ground
Segment infrastructures against physical
& cyber threats.

7SHIELD integrates a series of
state-of-the-art technological achievements
from multidisciplinary fields, namely:

= Sensors technologies = loT
= Edge computing * Semantic reasoning
* High-level analytics

* Situational awareness

= Crisis management

7SHIELD ADVANTAGES

Highly adaptable and modular - Interfaces with
existing or new cyber & physical systems

Cost effective - Replaces 2 separate SIEM and PSIM
by one hybrid system of systems

Always at the state-of-the-art — Continuously
improved preparedness and detection models

Easy and quick to handle - User friendly interfaces
and seamless systems integration

* Decision support systems

7SHIELD COMPONEN%S_

CORE FUNCTIONALITIES

RISK SIMULATION & ASSESSMENT

HETEROGENEOUS DATA INGESTION AND CORRELATION
HYBRID THREAT DETECTION
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Figure 1-2 - Inner side of 7SHIELD trofold brochure

ARCTIC SPACE CENTRE
Simulation of a physical attack on
the Arctic Space Centre operated by
the Finnish Meteorological Institute
in Sodankyla, Finland.

ICE CUBES SERVICE
Simulation of threat detection and
mitigation on Ice Cubes Service
operated by Space Applications in
Sint-Stevens-Woluwe, Belgium.

NOA GROUND SEGMENT
Simulation of a Cyber & Physical
attack on the Ground Segment of
the National Observatory of Athens
in Penteli, Greece.

DEIMOS GROUND SEGMENT
Simulation of a Cyber & Physical
attack on DEIMOS's Ground Segment,
Spain.

ONDA DIAS

Simulation of a Cyberattack on the
ONDA DIAS (Copernicus Data and
Information Access Services)
operated by SERCO in Frascati
(Rome), Italy.
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2. InfoBoard

7SHIELD InfoBoard is designed following the shape of a Kakemono, in order to
showcased during physical events.
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Figure 2-1 - 7SHIELD InfoBoard
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