/SHIELD

#4 - Innovation activities showcase

Presentation of the modules designed and implemented in
7SHIELD project for preventing, detecting, responding and
mitigating cyber, physical and even complex combined
cyber/physical attacks. How can the integration of state-of-art
technologies improve the security of Ground Segments




Precrisis management

Irene Bicchierai (RESIL)
WP3 leader







The involved technologies
provide

- vulnerabilities estimation
and classification for risk
assessment

- secure authentication
mechanism for data access

- cascade effects from
combined cyber-physical
attacks

- cyber and physical threat
intelligence models



nerablllty Ievels o: :
of GS Systems, the operators
can better plan response and
mitigation actions




Cyber Risk Assessment

ring your or

Intangible

Assel Category

Current Assets

Fixed Assets

Equipment

7SHIELD

ization, please select whi

Selected Asset / Asset in category

0/7

4/5

Description

Permanent or temporary structurer enclosed within exterior
wiglls and a rool, and including all sttached apparatus,
equipment, and fixtures that cannot be removed without

cutting into ceiling, floors, orwalls.

Tangible property {other than land or buildings) that is used in
the operations of a business. Examples of equipment include
devices. machines. tools, and vehicles

Type

Management
Administration Area

Type

Telecommunication
Networks

Tangible

Selection Eategory

Name Fixed

Assets
Administration Arca

DMZ Network

Intangible

Asset 5

Likelihood Vulnerability Critical

Description = - =

Tangible property (other than E 25
land or buildings) that is

used in the
business. Exam
equipment inci devices

machines, to and

Impact

Risk 5

Mitigations




Physical and Natural Risk Assessement
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Cascading effects from

physical and cyber-attacks Possible pattern

due to their propagation of subsystem

‘ . ', failures due to malicious

mterdePendenc'e? attacks shall be easily

. 4 .‘ | identified through

’ ' appropriate system

4-: ™~ ; modelling in order to plan

) v effective fault

- “ ¢ _ encapsulation/handling
»

solutions at system level
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The model of the infrastructure of Ground Segment systems guide the analysis
of the system in order to verify security properties

Automatic su pport for keyword-based vulnerability analysis
has been exploited with the aim to perform

a complete and effective analysis of all possible cascading path
for malicious (and accidental) system failure



Model Based Design and Assessment Tool

27| = © B & E B < & <H A E. - o T Select profile... * Profile: 7SHIELD Profile .
Model: ModelPaper Last save: 2022-05-20T12:54:26 Model UUID: f9dc 7263~ 1cf8-46d5-b729-d99fbcdb9735 Organization id: resiltech 7S H I E LD P rOfI I e u S e d fo r
IEC 62443 T .
Chlcen = G  modelling the overall

a L= sl Computer Room | Name Server |
= % =11 Computer Room Sarve arne < P
Space Ground Segment Assets m EIVEr_Toom IName Server Koo

i T system infrastructure
e st e considering its

Position

ey A hierarchical
Value Domains 1T

Gornects.sysem ) 20 (il - decomposition
WI*E e identifying both cyber
| R and physical interfaces
p— o B e for each component for
| each level of abstraction
N it * guiding the analysis of

cascading effects

Combined Comman-Cause and Cascading Failure Risk = 1673.44 =]

7SHIELD
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. : |dentification, collection and analysis ©
e of cyber and physical threat ® ™

intelligence data based on open "m*;:
source feeds and commercial ©

providers
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Cyberand =

Knowing potential external threats ™
= on the critical infrastructure will raise  qf
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the level of vigilance
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Deep learning state-of-the-art
techniques related to natural
language processing and analysis of

10100 text sources
Specific algorithms for the analytics
for threat intelligence are chosen

depending on the characteristics

and source of the data
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Crisis management

Gerasimos Antzoulatos (CERTH)
WP4 leader
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Detection & Correlation technologies for P/C threats

7SHIELD encompasses the
state-of-the-art

technologies to seamlessly and
accurately [= and
5_ “_ late potent:al Physisgl

and Cyber thréat to Space
Systems, Ground

Segments and Satellite data
assets
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7SHIELD
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Integrated Command Control and
Coordination System

Service
Layer

Data access and storage

1 Unified Alert Format (UAF]

Detection
Layer
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Data collection
and edge

. A dedicated Payload Management system
proceSSI ng allows quick plug-and-play hardware re-

payloads can be installed on-board the
UAVs depending on the specific operation
needs

configuration, so that different sensor
module g




The Data Collection_ and Edge
Processing (DCEP) supports:

on board processing

v embed an edge processor able to
host advanced Al algorithms

v' object detection and identification
services

communication capabilities with the

control room

basic drone functions such as

e autonomous flights

 camera synchronization

* locating objects during the flight
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Encompass state-of-the-art P

information from any single image
shot and/or video streams

methodologies for optical video /
surveillance and extract high-level |






Intrte the ca pit of enhanced
detection to:

detect, identify and track objects
of interest,

recognise activities and
extract multimedia concept from

surveillance cameras




- Video-based Object Detection (VOD) .
= and Object Detection at the Edge (ODE)
Er—ecognlze and identify all objects of
lepicted in the provided input =
(or video stream) =
Kctl\nty Recognition (AR) module - ————————
detects any potential suspicious activity =~ I

performed by the human subjects that T
have been detected |
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Therma *an 0! The development of a
. O Multimodal Automated
near-i if, CC Surveillance (MMAS) system

i 50 D !‘3 ING i5 4 to detect the presence of - -
iz 2s Jn’ S intruders, such as moving g

or man-maagae 34 5 objects and people, within s

the boundaries of an area
threatsﬁ ' iR e ||




i S Multi-Modal Automated Surveillance
o (IVIIVIAS) system: _
thermal cameras enable efficient night §
surveillance
latest Artificial Intelligent (Al)
techniques

improves the detection of possible
threats, efficiently and with less
human effort or intervention
generates alarms with low percentage
of false positives

easily integrated into 7SHIELD




Pallets

Thermal raw image

: Indication of mode Thermal image with
Pallet il’-l use classification alarms

MMAS User Interface in Manual mode

m

7SHIELD




aerial mtruders

Innovative laser-based detection
system is to be used for detection
of ground based and aerial
intrusion
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Perlmeter Laser Sensor V3.0 (PLS)
‘and Laser Fence Sensor V3.0 (LFS)
for ground level intrusion

~ detection against humans and
= vehicles;

1 3-Dimensional Mini Drone

+ Detector V3.0 (3D MND) for

| detection of intrusion by mini
“drones in the air space above
infrastructure sites
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Collection of information at several

Cyber-attack

o o tegy architectural levels (namely: Network,
dEtECtIOI‘I Operating System, Data Base, Application,
fra mework and Business Process) and use of

sophisticated data analysis techniques for
cyber-attack detection



Filters

Detect and trace complex cyber-
attacks against applications and
systems

Heterogeneous security probes

Events are processed, analytics on the
-status of the system are provided and
“alerts are raised in case of incoming
cyber-attacks

Memory Used



SIEM Rule Designer

des
| Sou
| Filtes
| Count
|' Join
| Enrich & alert->signature
: Salert->category
|_ Union S alert->severity
S alert->signature id
| Chain host
Sevent type
| e S dest_port
| Output

The data are collected by the probes
(=) and correlated through pre-defined
== [@rules using open-source software
) M tools

Animations

& crowdsec_event->ip
@ crowdsec_event->event




2 combined C/P Threat Detection modules:
* Availability Detection Monitoring (ADM)
* Radio-Frequency Interference Detection
and Identification (RFIDI)




e P
The ADM tool is a customization of the Nagios
core in order to perform availability checks from

very simple cases to very complex ones.

The RFIDI module:

* monitors the reception parameters

"""+ compares them continuously with a set of

parameters that can define the "normal

operation“

/ * raises alerts whenever deviations of the
normal behaviour occurs




Threat Detection

and Early Warning
module

Processes for detection and early warning already exist in Cyber Threat
Detection but they are usually designed to work on a.single type of data

Those processes are improved in 7SHIELD to work on multiple type of
data simultaneously so to identify multi-data complex scenarios or
multi-data weak signals or abnormal behavior

L T ™ TRV A



Event correlator tools:

* Geospatial Complex Event
Processing Engine (G-CEP)

* Availability Correlator (AC)

» Hyper Combined Correlator (HCC) B

e Situational Picture Generation
and Update (SPGU)

2
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Postcrisis management

Paulo Chaves (INOV)
WP5 Leader




Response & Mitigation technologies for physical and cyber threats

In 7SHIELD the innovative
technologies are tailored to monitor
the evolvement of a physical or/and
cyber-attacks, to strengthen the
responsiveness and social awareness

The appropriate actions to mitigate
the consequences of physical and
cyber-attacks, focusing on the
services continuity, are consolidated



Response . ‘
Semantic reasoning .
Crisis level classification .
Decision support system .
Social awareness .
Intruding UAV neutralization .

‘- Mitigation

Service continuity
‘_ Emergency response




Efficient semantic model for representing

7SH|ELD data pertinent to 7SHIELD:

(a) personal data (eg. face and person

KnOWIEdge Base recognition, user profile),

(b) time and location information,

(c) weather information, -
(d) concepts identification information,

(e) object detection information,

(f) event extraction information and (g)
sensors information, which derive from
satellite data, sensors and 7SHIELD
tools
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psulates the

multimodal information that is gathered
| through the 7SHIELD platform.

Information deriving from several other
components is linked and mapped based on &
~ the ontology that was developed to a .

~ . semantic triple store from which can be

|
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<
Process
* Selection of an upper-level

ontology
* Study of the state-of-the-art

T domain ontologies (SOSA / SSN)

* Creation of population service
(use of semantic library RDF4J) to
match all the incoming
information to a triple store

Use of SPARQL queries.

| |
o =




Crisis Assess robustly the severity of
an ongoing physical and/or

Classification cyber-attack and classify it into
(CRCL) Modul pre-defined categories.



Enhance the decision-making processes, by s7—=
assessing in real-time the severity of an

ongoing physical and/or cyber (P/C) attack

in critical satellite and ground segments.

The module incorporates multi-level fusion
techniques in order to analyze multiple
types of data and classify crisis events
utilizing Machine Learning (ML) techniques.




WAL 11K )
7SHIELD pllot contrlbuted to create
annotated datasets to train ML

models for assessing the severity

level of an ongoing P/C attack.

CRCL runs in a Docker containerasa
back-end process, making it easy to s
f deploy and operate on any platform & ™
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Encompass evidence-based decision-

TaCtlcaI DeCISIOfI making tools to facilitate decision

Support System makers and authorities in their
(TDSS) mission to face emergency response

7SHIELD



Wearables sensors,
Communication transceivers
Universal Tactical Display (UTD)
for action team members.

The use of a TDSS First Responder
teams enables teams to be self-

aware and have more information to
support effective decision making in
the field even without an
infrastructure or Command and
Control center(C2) support




Integration of low-cost COTS
components in a common platform,
with a flexible architecture

Plenty capability to evolve and be
quickly reconfigured for new
application scenarios



nd

= Social Engagement guidelines in using
social media for maximum impact in
emergency situation providing
informative practical guidance to
affected communities

il
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4 Each individual message, as a minimum, ¢
comprises of an incident severity, |

.
| category and type along with an
instruction to the specific audience. >
Optionally, further information related
to timescales, organizational
responses/actions, sources of further o —

information and a more detailed event ©

description can also be included.



Warning Message Generation

La”g"fge Red alert for trespasser on site (single person)
English : active from now until further notice at the
Saverily ground station. Employees should stay
Red v indoors. Security is investigating. Update
Override C expected at 16:00 Visit www.7shield.eu for
Message Type more information. Contact us on 777.
alert -
Category

B it e i Simple form in a web-based application that allows the
user to build up their message through the various pre-
filled content blocks

Message templates and content blocks are fully
customizable and could be deployed to adapt to any

type of organization or incident

7SHIELD




UAV neutralisation _
" Innovative methods of
mechanism neutralisation of the

intruding drones:
intruding drone will be
physical “caught” by an
operator controlled /
autonomous drone,
which brings the
intruder drone to a
designated spot

7SHIELD



Net

7 brings it to a predetermined location on the
e ground and drops it there




This way, mini drone can be carried
out as the mini drone is not
destroyed

Bringing it to the predesignated
location on the ground, forensic
analysis of the intruder are enabled

e

7SHIELD




Potential impacts from C/P attacks and
countermeasures knowledge base

maximum ¢ é e
non-disruption of critical operatlons




Emergency Response Plan module

provides a set of specific, self-standing
operational playbook in a form of on-screen
instructions tailored to the local GS

of an incident in a structured and comprehensive

‘,‘—_-:.-;’ way by guiding the operators performing specific

: / tasks and actions during an emergency..
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- The Service Continuity Module allows to perform a -
failure propagation analysis and rapid assessment of a
real or hypothetical disaster scenarios, selecting several
physical/cyber (p/c) attacks per component or

downtimes



7SHIELD platform

Carmen Stira , Francesco Durante (ENG)
WP6 Leader




This objective will deal with
the design of 7SHIELD
- platform’s architecture and
integration of all its
components.



N e N\ g/
\The global architecture of the
7SHIELD platform ensures that all
" the modules will work together
= synergistically and effectively to
— achieve the goal




7SHIELD platform integration — Event Driven Architecture

POST CRISIS
Mitigation and Alert

Pubeub[ l 1 | Pub/sub Pub/Sub
1 oxl I

Topics

B B ' Situational Picture
Generation
mE

EEEE p
B  cvber/Phvsical/Hvbrid

e —

| k_

i :- Cyber/Physical : :
§3 kafko. Broker | Detection Publish / Subscribe

>




7SHIELD platform integration — Integration Environment

== [ | =

Dlstnbuted Integration Enwronment

. ; External Detection Components
v Container 5
i | m D
114! ;

Other Detectors

Integration Environment ; LoE e } .
Version : : A Integration Environment

Control GitLab g . demo-7shield-01
System ' b i

-8

Deployment Environment

X

Code update

1. A developer pushes code changes

2. The Git Version Control System receives changes : : -
3. The push will automatically Trigger the GitLab CI/CD pipeline nghly Ava'lable RE|IEI ble

4. Build the application image -
5. Run tests against the created image ReSUItlng |I1frastl'l.lctl.l re
6. Push the image to a remote registry

7. Deploy a Docker container to a server from the pushed image Flexible Architecture Eff i
8. The application is deployed, live and running in the Deployment Environment icien
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7SHIELD platform integration — Interfaces and criteria for Integration

.RuI:es for standard data Exchangé _ Message Specifications

Component name Cyber and Physical Threat Intelligence (CPTI)

Topic

component name : Role [Producer/Consumer] | Producer
( ) \ Purpose Send events to 7SHIELD interface
. Version 1.0

L D) ' ' . '
LTJ ~ Scope of interaction This message is used to send events (alerts; on disLovered
threats.
layer data type

Topic name SL.CPTI.OUTPUT

Interaction paradigm

[P/S | R/R] it

{
Message "id": "CPTI UAF /£0ad63uL-22£6-41c8-a5af-0b2ddaac_8bd",
. wy o rten™s 0T,
Unique |dentifier _) & 75Q943a" "partusr": "Eugincering",
. = g analyzzer: [
Message Version —» = ", g gn {
' | endTim=: 1656602741944,
Partner Name — id: 'CPTI_JOBTI 08a95cb2-2166-487c-ablc',
Messcge Example model: 'ENG',
nawe:: 'TI Core',
notes: '',
startTime: 1656602200803,
ersien: "1.0°"

1,
category: [
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/A Data Models for Combined Detection

| | __ | L T— ZTror_mod. usc S
. 7SHIELD defines a set of data models enabling

v’ Data portability

v’ Data Interoperability

v" A Data model for the C-P Situational Awareness

P




Unified Alert Format and Situation Awareness Data Model

Sasben homnens

Situational Picture it POST CRISIS |
Generation  UAF Mitigation and Alert

& - UAF
%kﬁfkﬂ Broker
Cyber/Physical
Detection
UAF/IDMEF Situation Awareness
Semantic Layer of Interoperability Data Model
7 Messages related to critical events or alerts Current and historical Situational Pictures and Events on CP-
7SHIELD



" »A semantic layer of interoperability
"+ based on the UAF

~» An enhanced Data Model to optimize the



— — ] { I | ot

i - operational picture and situation
* awareness, to assist operators in the
deC|S|on -making process

T AGE



A A

Cyber Events
Detectors

Physical Event
Detectors

%y

7SHIELD

User Interface - Command and Control Schema

'Y -

Situational Picture
Correlators —» Generation and
Update

Data Confidentiality | | Digital Vulnerability
and Integrity Service Assessment

Critical Infrastructure | | Model Based Design
Resilience Platform and Assessment

Operators should be able to analyse single and correlated data

Prevention / Detection phases

CPTMD

CA GUI

Respond / Mitigation phases

Tactical Decision
Support System
terminal

ENGAGE

P! UAV neutralization

o

\ Service Continuity

Emergency
response plans

Social awareness &
message generation




Cyber Physical Threat Monitoring and Cyber Attacks Dashboards

CPTM CA
Cyber-physical Threat Monitoring Cyber Attacks
Dashboard Dashboard
Displays the evolution of Shows the results of the Cyber-attack

" Cyber and Physical threats Detection framework -
- 73

7SHIELD
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ENGAGE Converged Security Information Management

Engage provides a real-time Situational Picture with data from multiple

components

Events are listed and prioritized

Alarms are mitigated

7SHIELD
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- Information on the updated situation and
on threats is immediately available to

. operators on CPTM and CA Dashboards

" The ENGAGE Dashboard allows the management
- of the situation



Further
qguestions?

e Use flipcharts/chat
* Check the walls/KR leaflets 7SHIELD

on the website rer e s s o T

7SHIELD
FRAMEWORK

’ |

Prevention Detection 'ﬁ' Response Mitigation
technologies technologies technologies technologies

FISK ASSESSMENT TOOLS DATA COLLECTION AND EDGE PROCESSING TSHIELD KNOWLEDGE BASE POTENTIAL BPACTS FROM CF ATTACKS
MOOULE AND COUNTERMEASURES KNOWLEDGE
SECURE AUTHENTMCATION MECHANISM OIS CLASSIRCATION MODULE asse
FACE DETECTION AND FACE RECOGMITION
COMEINED THREAT ASSESSMENT TDOL MODULE TALTICAL DECISKON SUPPORT SYSTEM
CYBER AND PHYSICAL THREAT VIDLO-BASED OUECT AND ACTVITY SOTIAL AWARENESS AND WARNING
BTELLIGENCE TR MESSAGE GEMIRATION

CYBER-ATTACK DETECTION FRAMEWORK L NEUTRALISATION METHAMISM

THETMAL AMND NEAR -INFRARED DMAGT

PROCESSING FOR MAN-MADE THIEATS

DETECTION

DETECTION OF GROUND BLASED AND ﬁ
TSHIELD Platform

AERIAL WTRUDERS

COMBINED CF THREAT DETECTION AND TRHIELD INTEGRATED PLATFORM

LAMLY WARMMNG MOOUS T CORRLLATORS USER SNTERFACE-CO D COMTROL

COMIINED CF THREAT DETECTIOM AND

EARLY WIARMING MODULE: DETECTORS

ARCHITECTURE SCHEMA

gt agreement No 88




Break

The meeting will
restart at

3]s
b /e T

Note: the meeting room will be reset up so please leave your personal things near
the guardrobe



