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7SHIELD Event Driven Architecture
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CPTMD
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Alert Message: UAF Format
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"alert": ({
"ID": "5a3bcab2-alSb-4d35-21ba-25f350a48256",
"Yersion": "2.0.3",
"Description": "Attempted Denial of Service",
"Status": "Event",
"Severity": "High",
"Cause": "Malicious",
"CreateTime": "2022-07-05T17:17:22.5822"
"StartTime": "2022-07-05T17:17:22.582z",
"Source": [{
"GeoLocation": "48.8582, 2.3387",
"IP": "51.83.34.78"
}]l
"Target™: [{
"Note™: "59e42bB85-057c-47d9-8%ed-9%£f627401d445%",
"IP": "195.251.204.194",
"Location": "Data_centre",
"GeoLocation™: "38.04716361510801, 23.863938516277074"
1.
"Category™: [
"Availability.DDos"
1,
"Analyzer": {
"Category": [
"LOG"
]l
"Hostname": "7s-ai.space.noa.gr",
"Type": "Cyber",
"Name": "Cyber-Attack Correlation Layer",
"Model": "Correlator",
"IP": "195.251.204.19&",
"Method": [
"Correlation”
1,
"Data": [
"BRlert™
1

) UAF/IDMEF




Situation Awareness Data Model
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Situation Awareness GUI - CPTMD

Y

The Cyber-physical Threat Monitoring Dashboard — CPTMD is a unified monitoring
solution, combining security monitoring, and event management. It can detect
and highlight the cyber and physical threats in order to prevent or mitigate risks.

7SHIELD -
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https://www. 7shield.eu/
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